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Abstract

IEC 61850 is becoming known as a communication standard for a substation system. We developed a prototype
of a communication server and tested its conformity to IEC 61850 series of the communication with a large-scale

photovoltaic power system.

(1) We adopted IEC 61850 and IEC 61400-25-4 (a Web service communication standard) to transmit our equipment
model data and our proprietary communication protocols.
(2) We made a Web client application for testing and conducted a conformity test to IEC 61850 over our model data

and proprietary communication protocols.

(3) Test results confirmed that the communication server conforms to our model data and our proprietary communi-

cation protocols.

(4) The conformance of IEC 61850 to the operation of the solar farm was confirmed.

1. Preface

Recently, general interest in smart grids has
increased due to heightened awareness of the impact
of climate change by green house gases like CO; and
the pursuit to improve power supply stability with the
increase of renewable energy resources like solar
power and wind power. In this situation, a smart grid
system is required to operate interlinking of multiple
power network systems equipment manufactured by
various suppliers. Presently, each respective supplier's
proprietary protocol is used for communication with
another suppliers’ equipment and compatibility is a
major concern.

In order to maintain compatibility, the communica-
tion of monitoring and control systems with an interna-
tional standard, IEC 61850"-® conformity (“Standard”
hereafter), is receiving increased attention. Originally,
this Standard was established to standardize internal
communication among multivendor electric devices in
a substation in order to assure compatibility among
electric devices® . Since the concept of the Standard
is general and can be fully applicable to other fields of
power network systems, it is becoming a core univer-
sal standard for smart grids.

Our Company conducted a joint research with
Central Research Institute of Electric Power Industry
(CRIEPI). We adopted the data model for a large scale
photovoltaic power system as an energy source in the
smart grid system and made a prototype for a monitoring
and control system (Prototype System as follows)
applied with IEC 61850. The development of the solar
farm project became very active in Japan. The distrib-
uted power supply systems such as a large scale
photovoltaic power systems are installed throughout a
wide area, and as such, it is expected that they would
communicate via the Internet. For this reason, our
system development was not only simply focusing
communication applied with IEC 61850 in our system,
but also on manifesting communication over the Web.
This communication method is stipulated in IEC 61400-
25® for wind power based on IEC 61850. In addition,
we prepared test communication client applications.
Using these test communication client applications,
the standard conformance test®"” under IEC 61850
carried out the data model and communication proto-
cols for the Prototype System. This paper introduces
the developed Prototype System and its conformance
test.
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2. Application of IEC 61850 to a Large-Scale
Photovoltaic Power System

The application of IEC 61850 for a large-scale
photovoltaic power system was made by the following
procedures.
2.1 Application Range of IEC 61850

In a large-scale photovoltaic power system, there
are hierarchical communication layers between SCADA
and control terminals, between control terminals and
Power Conditioning Subsystem (PCS), and connecting
points or measuring points. Because application possi-
bility of the Web communications was the highest
between SCADA and control terminals, we expanded
IEC 61850 in reference to IEC 61400-25.
2.2 Mapping to Communication Services

We extracted necessary functions for
communication from the application func-
tions of the large-scale photovoltaic power
system and mapped it with a list of commu-
nication services defined in IEC 61850 as
shown in Fig. 1 (including of IEC 61400-25
to apply the Web services as a communica-

Communication services |IEC 61850 services

* Real-time info

-k GetDataValues
* Statistical info < vk SetDataValues
* Error info N +k GetDataSetValues
* Set-value info * SetDataSetValues

* Real-time command Mk Report
% Schedule Mk GetLogStatusValues

+Charge Mk QueryLogByTime
*Power generation Mk Select
+Power factor and Mk Operate

reactive power
*Weather forecast

Fig. 1 Mapping to Communication Service
This compares communication services and IEC 61850 services.

CALH (Alarm handling)
CSWI (Switch controller)
MMTR (Metering)
MMXU (Measurement)
XCBR (Circuit-breaker)
XSWI (Circuit switch)
YLTC (Tap changer)

tion protocol).
2.3 Mapping to the Data Model

According to the communication require-
ments defined in IEC 61850-7-4 and IEC
61850-7-420, we modeled information (equip-
ment info and communication data) in the
large-scale photovoltaic power system. IEC
61850-7-4 provides the data model for
substation equipment while IEC 61850-7-
420 provides the data model for distributed
electric resources. There are some over-
lapping definitions for equipment under the
both standards. In such a case, IEC 61850-
7-420 is given priority.

Fig. 2 shows an image of mapping for
the data model. As shown in Fig.2, IEC
61850 defines a hierarchical data model. The data
model is defined as logical node with hierarchical
structure of the data object which is a component in
IEC 61850. The Logical Node (LN) can be compared to a
data container used by the application function. The
Data Object (DO) specifies the method to provide the
specific data type. (Actual values, such as measured
values, are defined as the data attribute of the DO.)
Table 1 shows a data allocation list for the equipment
of the large-scale photovoltaic power system.

In the large-scale photovoltaic power system, the
battery capacity is expressed in percentages (%) of the
total capacity; but in the battery, corresponding DO
which is defined as LN (ZBAT) does not exist in IEC
61850. As such, we defined three DOs as a calculable
variable: internal voltage, internal current, and battery
temperature. For the battery PCS, there are various
control modes (for suppress fluctuation of power flow,

CALH (Alarm handling)
CSWI (Switch controller)
MMDC (DC measurement)

CALH (Alarm handling)
CSWI (Switch controller)
KFAN (Fan)

MMET (Meteorological information)

XCBR (Circuit-breaker)

MMTR (Metering) XFUS (Fuse)
MMXU (Measurement) XSWI (Circuit switch)
ZINV (Inverter) ZBAT (Battery)
Wrtg (Maximum power rating) ZBTC (Battery charger)
ACType (AC system type)

ZINV (Inverter)

3

Fig. 2 Image of Logical Node Allotment

for Photovoltaic Power Systems

(22)

An image shows the logical node allotment for photovoltaic power systems defined by
IEC 61850.

and control mode for constant power transmission); in
IEC 61850, however, no consideration is given to such
modes. Therefore, following the rule on the IEC 61850
data object definitions which must be assigned to all
power devices, we allotted the status variables of the
modes in the DO (Loc: Local control behavior) of the
LN (LLNO).
2.4 Installation of the Prototype System

Fig. 3 shows the configuration of the prototype
system. The prototype system is constructed as Web
service using the Common Gateway Interface (CGl)
type. The gSOAP is used for the Simple Object Access
Protocol (SOAP) library. This gSOAP is light weight for
an engine of SOAP and can be used independent of
the OS.

Since the prototype system performs Web serv-
ices using the CGl type, a session is finished after a
single processing of request and response between
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Table 1 List of Logical Node Allotment
for Photovoltaic Power Systems

This shows a list of logical nodes stipulated by IEC 61850. These
nodes were allotted to the equipment of photovoltaic power systems.

Grid PV Battery
connection PCS PCS
CALH (Alarm handling) O O O
CSWI (Switch controller) O O
MMET (Meteorological O
information)
MMDC (DC measurement) O
MMTR (Metering) O O
mgﬂa);tlr’(al\rﬁ);;ghase-related O O
MMXU (Measurement) O O
KFAN (Fan) O
XCBR (Circuit-breaker) O
XFUS (Fuse) O
XSWI (Circuit switch) O O
YLTC (Tap changer) O
ZBAT (Battery) @)
ZBTC (Battery charger) @)
ZINV (Inverter) O O
Server
Client
S
<= S

‘Client-based testing functions ‘ Service

‘Apache axis ”Apache log4 ‘ gSOAP4” mmapJJ CGl

‘ Web server ‘ Web server

‘ 0S8 (Linux) ‘ 0S8 (Linux)

Fig. 3 Configuration of the Prototype System
This shows a configuration of hardware and software for the Prototype
system.

Web server Service Permanence Memory (PM)
Service
request M cGl start
— " Memory map
Open/mmap of the PM file
L Equipment data
(init) |: initialize (for the
Request Search first time only)
(LD/LN/DO-+*)
Equipment
: data retrieval
Service Read/write depending
response | Response on the request
VD Memory unmap
T for the PM file
T T (Exit)

Fig. 4 Operation Flow of the Server
An operation flow diagram is shown for the SOAP server software.

Testing
tool

z

Request message

Response

PC for message

testing tool Server

PC for
performance check SCADA system

Fig. 5 Configuration of
the Conformance Testing System
This shows the system configuration for IEC 61850 conformance test.

client and server, and no session information is shared
between sessions. To solve this problem, files were
mapped to memory space for maintaining information
in the server. Fig. 4 shows the operation flow.

3. Conformance Test

For the functionality and performance of the proto-
type system, we designed a testing system as shown
in Fig.5 to implement the conformance test for IEC
61850.

We constructed a function test device (communi-
cation client for examinations) and a performance test
device for a test system. We inspected a monitoring
control function by the Web service in the function test
device and measured the response time of the
communication service in the performance test device.
The result of testing satisfied the requirements of the
standard. The contents of testing are described below.
3.1 Functional Verification

We carried out the functional verification catego-
rized into two verification items; one is the data model
verification that verifies whether the data model con-
forms to the LN and DO data structures defined by IEC
61850 and the other is the communication service veri-
fication to verify the servicing response resulted by the
effect of normal or abnormal parameters.

(1) Data model verification

Under the prototype system, the testing subjects
are about 2000 items of LN and about 12,000 items of
DO (each one LN item involves 6 DO items on aver-
age.). All LN items, however, do not always hold differ-
ent DO patterns, and some LN items may have shared
DO patterns. Utilizing this feature, we improved the
verification work in a more efficient manner by intro-
ducing verification procedures described below.

(a) All LN items held by prototype system are
acquired and classified LN by the respective DO
patterns.

(b) All DO items of a single LN item were acquired
from the classified LN group.
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(c) For each DO, conformance to the standard was
confirmed.

As a result, the LN items that are the objects of
verification are integrated into about 50 items. For each
LN and DO, we confirmed that they were correctly
allotted.

(2) Communication service verification
We verified the communication services for the
survey and operation of equipment in the trial system
plus the acquisition of present values. Following the
verification procedures shown below, the capability of
the correct exchange of request and response mes-
sages conforming to the standard was confirmed.
(@) The request messages where normal and abnor-
mal parameters were defined were transmitted from
the client to the server.
(b) The response messages from the server were
checked to confirm whether they were applicable to
the sent request messages.

3.2 Performance Verification

For performance verification, the equipment moni-
toring (Report) and operation (Operate) of the proto-
type system, as well as the acquisition of present
values (GetDataValue), were investigated. We meas-
ured the processing time with the server when the
server transmitted its message to the client (Fig. 6) and
the amount of message data exchanged at that time
(Fig. 7). The processing time is the average value
obtained from ten measurements. The amount of mes-
sage data is a value at the Transmission Control
Protocol (TCP) level.

Regarding the processing time, it was
confirmed that it did not exceed 200ms,

70
] T
] TR
e TR
K TR

Server processing time (ms)

GetDataValue
response

Control
response

Fig. 6 Service Processing Time

This shows the server side processing time for each service IEC
61850 communication service.
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Fig. 7 Amount of Service Message Data

The amount of communication data is shown for each IEC 61850
communication service.

which is the required processing time stipu-

lated by IEC 61850 (Fig. 8). Regarding the
transmission time, it was confirmed that the

Application w

required transmission time used (Fig. 8)

was kept within 100ms if a line of 256kbps
or faster. In regard to the equipment moni-
toring (Report), however, the request param-
eter for that service was capable of specify-
ing a particular data size to be included in
the response message. Therefore, it is nec-
essary to keep the transmission speed in
proportion to the size of the data.

4. Prototype System: Problems and
Countermeasures in Applying IEC 61850
For application of IEC 61850 to the large-scale
photovoltaic power system, there were some difficul-
ties in understanding the implications of the standard
terms. Some examples are described below:
(1) Acquisition of a value while a sub-DO is present
As described previously, DO is defined as a
subject of LN in IEC 61850. In some cases, another
type of DO (sub-DO) may be defined beneath the hier-

Allowable delay !
time under IEC !
61850

(24)

Request

Communica- || M®$S89€ || Communica- | Data
tion protocol tion protocol | (Logical node,
(Web service) ﬁ (Web service) | data object)

. Response ‘

Client message Server i

200ms 100ms 200ms |
Communication Data Communication
processing transfer processing

Fig. 8 Allowable Delay Time under IEC 61850
This shows the allowable delay time under IEC 61850 at each communication point.

archical layer of DO. In IEC 61850, there is a service of
GetDataValue to acquire the DO value. In regard to
this service, there is a stipulation of “Use GetDataValue
to acquire the data property of the reference (designated)
DO” available in IEC 61850-7-2. As a result, if the DO
having a previously mentioned sub-DO is used as an
object of operation for this “GetDataValue” service, it
is unclear how to move forward in such a case.

For our prototype system, we realized that it is
possible to acquire only the data property of DO that is
an object of operation for the GetDataValue service.
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5. Postscript

We developed a prototype system to evaluate the
conformance to IEC 61850 for the large-scale photo-
voltaic power system. In this system configuration, we
applied IEC 61850-7-2, 7-3, 7-4, 7-420 to the equip-
ment data model and its communication protocols for
data transmission, while we applied IEC 61400-25-4
as the Web service communication standard. For the
prototype system, a conformance test was implemented
based on IEC 61850-10. The test result indicates that
the prototype system conforms to the standard in both
the data model and its communication protocols. We
confirmed that IEC 61850 is applicable to the large-
scale photovoltaic power system.

It is anticipated in the industry that IEC 61850 will
be applied to the field of utility grids in a variety of envi-
ronmental conditions and that the standard itself will be
evolved for further developments and better content.
Under such circumstances, we will actively take part in
various standard technical committees and meetings
so that we can contribute to the solution of challenges
arising at the time of application of the standard.

+ All product and company names mentioned in this paper are the
trademarks and/or service marks of their respective owners.

Note: 1. Association: A process to establish a session between
client and server or a session itself
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